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Here is where the anycast instances are
Demo: goo.gl/Ff8gdQ

Anycast geolocation
More information about this project

Localize | [ Allanycast | ) Helper mode

0.0.0.0  All anvcast deplovment in the 100k Alexa(loading...)
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Motivation

m Unicast geolocation techniques fail
with anycast IPs!
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Who is using anycast?

= DNS root server l Microsoft
m Google DNS - N “
= Microsoft <> CLOUDFLARE.
= AT&T v\‘/ , d
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m Duration:

m Recall

#target * #VantagePoints * #sample/Vp

min(probing Rate)

IP targets

Blacklist

Active
measurement

Detection/Geolocation
Anycast instances

Ground Truth
Public Info ), 5 5
Validation

%
Characterization

(Ground Truth)



Ground Truth -
Public Info )| o
L Validation

IP targets Acte )

C h a I I e n g e S Blacklist —p o roent

Anycast instances

A J Characterization

e ) U
Detection/Geolocation %

= Duration: et
#target * #VantagePoints * #sample/Vp

min(probing Rate)

m Recall
® Precision

10



Challenges

Duration:
#target * #VantagePoints * #sample/Vp
min(probing Rate)

Recall
Precision
Scalability

IP targets

Blacklist

Ground Truth
Public Info

.

Active
measurement

2

Detection/Geolocation
Anycast instances

Validation

} Characterization

(Ground Truth)

1



Challenges
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#target * #VantagePoints * #sample/Vp

Recall

min(probing Rate)

Greenland

= The number of vantage points
Planetlab O(102), Ripe O(103)
» How the vantage points are distributed

Ripe

14



CLOUDFLARE. Recall

#target * #VantagePoints * #sample/Vp

min(probing Rate)

= The number of vantage points
Planetlab O(102), Ripe O(10°) o SCh N M

= How the vantage points are distributed R ¥
= Target: 199.27.134.71 CloudFlare = - PR
= Public information: 32 replicas | Planetlab
= Planetlab: 21 replicas

m 245 Vantage points

= 29 Country

= 186 AS 2

_ s

= Ripe: 47 replicas B LS

= 7289 Vantage points 3%

= 150 Country & w

m 2122 AS



#target * #VantagePoints * #sample/Vp

P rec i S i on min(probing Rate)
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g N #2602

Probe: 2602
Latitude: 42.69850

Longitude: -0.00250 h 00:20:4A€0:22:63

-Gt

D Ak

RipeLinkProbes oY {f‘
+

2446. 9505 -4851 0385

Probe: 10506
Latitude: 38.00050
Longitude: -97.00250

We could not find 2446.9505, -4851.0385

Make sure your search is spelled correctly.
Try adding a city, state, or zip code.

Add 2446.9505, -4851.0385 to Google Maps.

Nowhere
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= Census:
= 10 millions of targets
= 1 sample/Vp

= Probing Rate:1k sample per second

m Duration: ~ 3 hours
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#target * #VantagePoints * #sample/Vp

Scalability/Duration

min(probing Rate)

= Census: _Scanner Scalabity

= 10 millions of targets 1] : wamper
—_ o [ nPing &

| 1 Samp|e/Vp g oL k ) TopHat —

= Probing Rate:1k sample per second £ | | "o

= Duration: ~ 3 hours gl + 5% o
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Target set size S [hosts]

m FastPing:10k sample per second
m Census: ~ 18 min
m Lose on recall due the firewalls and filtering
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How ark can help us

= PlanetLab = RIPE
= $ 300 vantage points(VPs) = 4 6000 vantage points(VPs)
= 38 Limited geographical coverage m ~~ More constrained(ICMP, traceroute)
m ~~Accuracy of geolocation = 4 Clean API
= ~s Availability issues = § Inherently non scalable
» ¥ Very flexible

s ¥ Very fast

PLA@LAB RIPE

NCC
= What we need:

m Accurate geolocation of the VP
= Increase the VP diversity
= Exploit the complementary of the platform
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